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Process Safety

 Process safety indicators are mostly based on accident causation
models (i.e., on how we assume accidents happen).

 New paradigms suggest that accidents in modern, complex socio-
technical systems can arise from everyday performance variability
and from unanticipated and dysfunctional interactions



H(CS)?l Project Goals

 The challenge is to identify safety indicators efficiently based on
this newer type of thinking.

« This project set out to:

» Define an approach for the development of safety indicators
based on Resilience Engineering thinking.

« Partly automate this approach to enhance its efficiency and
quality.

» Test the feasibility of the approach in an industrial case study.



Project Results

 WAX software platform for analysis of cyber-socio-technical “:
processes M =1=

« 2 Pilots
* “Big pharma” industry (UK)
* An industry in the aluminium sector (IT)
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Multi-perspective varieties

Work-As-Imagined (WAI) Work-As-Done (WAD)
(at the Blunt-End) (at the Sharp-End)

Moppett, I.K., Shorrock, S.T., 2018. Working out wrong-side blocks. Anaesthesia 73,
407-420. https://doi.org/10.1111/anae.14165.
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The WAXx Conceptual Framework: Structure

Analyst’s knowledge on Analyst’s knowledge on
BIUI;;s-eﬂdﬁ’mMMge Sfrarﬁendk’nom‘e%e

CSTS Analysis Knowledge

Explicit WAQI-of-WAI WADI-of-WAD

Analyst

Knowledge
Tacit WAL-of- WA Lo WAl-of-WAD
Knowledge
Blunt-end Knowledge Sharp-end Knowledge
CSTS Primary Knowledge
Explicit WADI,, WAP,, WAN WADI,,
Knowledge
Tacit wao,, WAL, wal,,
Knowledge

CST World

WAD

R. Patriarca, A. Falegnami, F. Costantino, G. Di Gravio, A. De Nicola, M. L. Villani. WAx: An integrated
conceptual framework for the analysis of cyber-socio-technical systems. Safety Science, vol. 136, April
2021, 105-142, https://doi.org/10.1016/j.ssci.2020.105142



Analyst’s knowledge on
Blunt-end Knowledge

The WAXx Conceptual Framework: Dynamics
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R. Patriarca, A. Falegnami, F. Costantino, G. Di Gravio, A. De Nicola, M. L. Villani. WAX: An integrated

conceptual framework for the analysis of cyber-socio-technical systems. Safety Science, vol. 136, April

2021, 105-142, https://doi.org/10.1016/j.ssci.2020.105142



H(CS)?l Framework

BUSINESS
PROCESS
DEFINITION

PRELIMINARY SEMI
! GLOSSARY ONTOLOGY AUTOMATIC

BUILDING INTERVIEW

Middle Managers

Sharp-end Operators

3 @ ,
hA | ik 0. 0%

Top Managers

Safety Analysts
WAD: Work-As-Done

WAI: Work-As-Imagined
FRAM: Functional Resonance Analysis Method
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Collecting knowledge in an enterprise:

Work-As-Imagined (WAI)

Preparation for data collection

Inputs: business priorities, process
characteristics, scope of the analysis

Cutputs: suitable business process for analysis

Identification of functions

Inputs: existing documentation and task Outputs: List of functions in terms of their six
analysis, procedures, interviews, focus groups aspects

Description of variability

Inputs: List of functions, interviews, focus Qutputs: Description of output variability of
groups functions

Representing the data

Inputs: List of functions and description of Outputs: Standardised reporting of FRAM
output variability maodel in tabular and graphical format
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Case Study Process: Pharma Industry

Packaging of liquid inhalation product

FRAM (Functional Resonance Analysis
Method) process instance e es

Functions by type: B L |
- Automated S5 D L3 A
- Human & EIN = LF=R Bt e =

Hollnagel, E., 2012. FRAM: The Functional Resonance Analysis i
Method — Modelling Complex Socio-technical Systems. Ashgate.
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Collecting knowledge in an enterprise:

Work-As-Done (WAD)

1.
2.
3.
4.
S.
6.

ENEA s

Automatic population of the EPOWAX ontology from FRAM WAI
Partially automated creation of the gamified WAI survey
Sharp-end operators respond to the survey

Workshop for "crowd-based validation"

Analyst designs FRAM WAD

Automatic population of the EPOWAX ontology from FRAM WAD



The EPOWAX Ontology

« Anontology is a formal specification of
a shared conceptualization [Gruber93,

rsiogy e 7 saogy ;[ St ke WAy FRAM_Datriogy o)
& W~ FRAM-ontology # A B e

Borst97] et
e EPOWAX: Enterprise Production R "

Ontology based on the WAXx framework

« Based on the EPOWAX Upper
Ontology model, which consists of:

 The Suggested Upper Merged
Ontology (SUMO)

« The WAXx Framework Ontology

« The FRAM Upper Model (FUM) —= ' e——
ontology
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Creation of the FRAM WAD: Overall Approach

|
,,,,,, CyberAgent i
Ly
Federated SUMO
Ontologies

Application Domain Knowledge | |

EPOWAX Ontology
i CREAtivity Machine
& » Automatic Gamified
‘; WAXx ontology WAI survey
FRAMWAI" | builder generator

WAI*: WADI-Analyst of WAI

WAD*: WADI-Analyst of WAD
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H(CS)?l indicators

H(CS)?l indicators

Topological Semantic
H(CS)?l H(CS)?l
Indicators Indicators
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Topological H(CS)?l indicators

« Leveraging network representation of processes to identify the key
nodes
.\’ Closeness which node can
Degree who is the most connected? .\ . / most easily reach all other
(Baseline local metric) . \9\/ / D nodes in the network?
o hops in its subgraph
// . , ./_,/"I" o
. J///’ B
x,ﬁ L '9 PageRank which node is the
i ¥ s //:’ i ?
| !Betweenness which node @\ o‘/ _ rnost important? (over.aII ﬁ
exhibits most control over flow ‘\ p—_ ;. influence over the entire U
between nodes and groups? ./‘T :\‘:{ network)
= I N ONTARR T
Cis a bridge / \ﬁ\ @® Dis foremost based on number
k/ ‘\b @ & weighing of in-links; E is next,
due to the influence of D’s link
Id Function Type Degree Closeness Betweenness PageRank Authority Hub
1 Feed bottles to packaging room Technological 6 4.17582E+14 30 2.07589E+14 | 9.44725E+14 | 1.43319E+14
17
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Semantic H(CS)?l indicators

| Entty |

Entity -~ — Entlty VS

F [ — CEnlly o py ﬁ

- Entiy -

= = = These indicators leverage information embedded o =/

in different varieties of work (WAXx).

Main Case Study
General 0.8714
Control 0.8720

Input 0.9154
Output 0.9162
Precondition 0.9235
Resource 0.8462
Time 0.8850
Human 0.8762
Technological 1.0000
Organizational 0.9888




Defining H(CS)?l Indicators: Steps

STEP 1

 Produce topological and semantic representations for each WAX
entity

STEP 2

e Calculate absolute and relative network prominence indices for
each WAX variety

STEP 3

 Define the context-specific KPIs relative to the identified functions
STEP 4

o (Calculate semantic similarity
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Publications & Deliverables

* 1 journal paper
« 8 conference papers (Best Paper Award @ IESA-2022 Conference)
* 3 Workshop papers

* 2 Newsletters — 2

vl Safety Science
s —

« 14 project deliverables ey —

WAX: An integrated conceptual framework for the analysis of s
cyber-socio-technical systems

Riccardo Patriarca ™ , Andre: gnan
Antonio De Nicola ", Maria L fillani

R. Patriarca, A. Falegnami, F. Costantino, G. Di Gravio, A. De Nicola, M. L. Villani. WAX: An integrated
conceptual framework for the analysis of cyber-socio-technical systems. Safety Science, vol. 136, April
2021, 105-142, https://doi.org/10.1016/j.ssci.2020.105142
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Websites & Social Media

e —

H(CS)21 proyect :

Websites
https://projects.safera.eu/project/24

https://sites.qooqgle.com/view/hcs2iproject/

LinkedIn
https://www.linkedin.com/groups/8910868/

Twitter
https://twitter.com/2i cs

ResearchGate

https://www.researchgate.net/project/ A-framework-for-the-
development-of-Human-Centred-Safety-Crowd-Sensitive-

Indicators-in-Enterprises-HCS2I

21


https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftwitter.com%2F2i_cs&data=04%7C01%7CJ.Watt%40mdx.ac.uk%7C9802e5d7a850493b36b008d983598268%7C38e37b88a3a148cf9f056537427fed24%7C0%7C0%7C637685243615329851%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=l%2B1nxLqZWq%2BdtXZ7PnCJSxocH4Z9qLKPnro31G9BUfg%3D&reserved=0
https://sites.google.com/view/hcs2iproject/
https://projects.safera.eu/project/24
https://www.researchgate.net/project/A-framework-for-the-development-of-Human-Centred-Safety-Crowd-Sensitive-Indicators-in-Enterprises-HCS2I
https://www.linkedin.com/groups/8910868/

antonio.denicola @enea.it

This work is partially supported by the H(CS)?2l project, which is funded by the Italian National
Institute for Insurance against Accidents at Work (INAIL) under the 2018 SAFERA EU funding
scheme.

https://sites.google.com/view/hcs2iproject/home-page

ENEN



	A framework for the development of Human-Centred Safety Crowd-Sensitive Indicators in Enterprises (H(CS)2I)
	H(CS)2I Project
	H(CS)2I Partners and Project Team
	Process Safety
	H(CS)2I Project Goals
	Project Results
	Multi-perspective varieties of work
	The WAx Conceptual Framework: Structure
	The WAx Conceptual Framework: Dynamics
	H(CS)2I Framework
	Collecting knowledge in an enterprise: �Work-As-Imagined (WAI)
	Case Study Process: Pharma Industry
	Collecting knowledge in an enterprise: �Work-As-Done (WAD)
	The EPOWAx Ontology
	Creation of the FRAM WAD: Overall Approach
	H(CS)2I indicators
	Topological H(CS)2I indicators
	Semantic H(CS)2I indicators
	Defining H(CS)2I Indicators: Steps
	Publications & Deliverables
	Websites & Social Media
	Slide Number 22

